Islamic Republic of Afghanistan
Supreme Audit Office
Procurement Department

REQUEST FOR EXPRESSIONS OF INTERFEST (REOT)

Fiscal Performance Improvement Support Project (FSP)

(INDIVIDUAL CON SULTANT)

Government of Islamic Republic of Afghanistan
Project Name:  Fiscal Performance Tmprovement Support Project (FSP)
Grant No: TF-A6277

.Assignment Title: International Consultant (International Advisor for IT Audit)
SAO Ref. No.:  [FPIP/FSP/CS/C3-028]

1. Background:

O The Supreme Audit Office (SAQO) has made significant progress in the building of its IT infrastructure
and technical capacity. The Government of the Islamic Republic of Afghanistan has also made major
strides in computerizing the financial management operating environment. A number of IFMIS
(integrated financial management information system) like AFMIS, AMIS(Audit management information
system), SIGTAS(standard integrated government tax administration), DAD(donor assistance database )
etc arc currently being used in the government’s operations. This move towards an IT operating
environment requires that the SAO also builds its capacity to conduct

its in this new operating
environment. At the moment, the SAO has been able to purchase CAAPE (IDEA) to assist in conducting
AQ to cfficiently conduct I'l' Audits
and also conduct audits in IT environment. Hence, the SAQ)’ services of an International
. Advisor to the IT Department. The International Advisot to th¢/ IT Department will have the
tesponsibility of building the capacity of the SupremeAudit Office nduct I'l" Audits of the various
IFMIS being used by the different government Minjefries and Dep qzé?:t ¢ Advisor will also assess

‘aslruciure, ca a‘b‘ﬂ'lrlm and a vice on the areas for

of data analysis. However, there is need to build the capacity of th

the SAO’s current audit policies, manuals, i
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2. Objectives G}\\ Y,
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©  Under the FSP financing, the SAQ inte ' cmah:mal @/’kud.lt Advisor W1Lh Lnnwledge
skill and experience in IT audit to provid
required support and build the capacity of the existing and new ’) ataﬁ&. in ;his‘z\m‘ﬁ"mm in planning
and conducting IT audit and other audits under IT environment anﬁ%/ssgsb*tﬂc'lﬁrﬁ,‘a*' d use and

application of CAATSs and audit manag:mm*f system. The e‘tpeLt will agt’ a "a'r;()u'ﬁ‘ Srpa
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3. Scope of Work
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The TT audit Advisor will support and coordinate conduct of regular external IT audits of the IT
operations and information systems of the Government of Afghanistan, and related I'1 risk management
practices and report matters to the I'T Audit Manager for further action. The consultant will also be
required to support the SAQO project team in the implementation of the new audit management system.

Duties and Responsibilitics:

Review, update and develop the SAO’s IT Strategy, policies and manuals.

Develop, maintain and update the IT Audit plan as part of the Annual Work plan for audit of the system
in the auditee organizations.

Develop appropriate audit tests aimed at addressing identified I'l' risks and achieving the desired audit
objectives to provide assurance that IT risks are effectively managed or mitigated in the audiree.
Conducts all assigned I'T audits including planning, evaluating and documenting the results, reportng and
follow up in accordance with the annual audit plan.

Develop and discusses findings, finalise recommendations and timelines for corrective action by the
responsible audited entity and monitors the status of implementation of a greed recommendaztions,
Follow up on all IT issues arising from audits and other inspections and secure compliance with the agreed
recommendations within the relevant time frame.

Support SAQ in implementation of Audit Information Management System (ATM S) and optimize its use.
Provide technical inputs and advice with regard to IT infrastructure and system in the SAO.

Provide continue professional development of the SAO staff through in-house training and specially
recommended courses including use of CAATSs and I'l' tools for audir.

Provide advice and facilitate I'T related certification from accredited agencigs / bodies and establish

Audit.
Proposes innovative solutions and methodologies and take #Ctive role in e suring that I'T methodologies
reflect "leading” practices with least costs.
Providing technical assistance o SAO’s IT Auditing i : ion of tools and software for
importing data and information from various Goxc : 1d ) 1§ and for analysis and use in
audit.

Qualification
Admmmtra tion or related field.

A qualification such as CISA, PMP, CFE, CISM, GSNA, CISSP, CCNA, M(f}éz mc; 2 5
bea great advantabc ge
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O User level IT (Ms Office) knowledge and good understanding of tisks to IT system development,
implementation and maintenance

o Proficient IT skills (Word, Fxcel, Power Point) and GGood understanding of interaction between the
application and underlying infrastructure (networks, operating systens, darabases)

o Ability to cultivate and utilize knowledge of systems and frameworks used by audltors to efficienty and
effectively perform their work; knowledge of some CAAT's software such as ACL, IDEA is desirable

©  Familiarity with Government TFMIS in a developing country will be an added advanta ge;
At least 8 years working experience in ICT or audit or consultng ficlds is highly desirable.

6. Deliverables and Expected

The consultant will be responsible for the following;

Inception Report outlining methodology and detailed implementation plan;

SAQO IT Audit and Capacity Building Plan;

Implementation of the Audit management (at least two modules EPW and library) and CAATs.
Mentor and build the capacity of the SAO to conduct IT Audits ( Supervise at least four I'l' audits)
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7. Skills and competencics:

©  Strong understanding of I'l" governance frameworks (ie. COBIT, ITIL, COSO, ISO 3IN/AN/AN/A),
including a strong knowledge of how the frameworks support governance of IT

O Strong understanding of I'l" systems (FRP, CRM, company-specific systems), how they're leveraged, how
they integrate, and how they support the business

0 Ability to cvaluate auditor petformance and counseling auditors rto strengthen the person's
knowledge/skills /development.

© Strong understanding of the systems' standards, security and interaction between systems.
Excellent written and verbal communication skills LEnglish is required;
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Demonstrates openness in sharing information and keeping people informed;
Ability to determine and review priorities and meet deadlines:

Ability to multi-task and work under pressure;
Ability to work independently and also as an effective
Creative and analytical thinking

Demonstrated technical (I'l), business knowle
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Mature and professional approach: demonst

awareness /')
o Applies structured problem solving ski -
¢ Demonstrates leadership in technical 4n sem
o) ()wn-: a proven track record in lea ng om anaging people

© The IT advisor will be reporting ta th it fAn ::-r in@ IT. L3 fment of S&Q
d quaﬁﬁ:ﬁtaons outhned’zi@}ﬂ* lm&ly submit
support of ch?t' academic thﬁcauoﬁ?;? thé\tol\]omng
qaxi \
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o Ifyoubelieve you, are a high performer and ha
your application, CV and relevant testimonia
address.
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9. The CV’s must be delivered in a written form to the ad ess below (in pe:cson,\by mail-,fgr‘?)y e- mzul“i by

31th —=Qcrober -2018 by 16:00 Hours. (Kabul Local Time). For convenience, thc_ F-‘\?)I—qanbnut{ed by the




consultants should preferably not exceed 10 pages. Further information in respect to this REOI can be
obtained at the address below by email or in person during office hours [08:00-16:00 Hours|.

Attention: Zamarai jalalzai
Supreme Audit Office
Darul Aman Road next to Ministry rural, rehabilitation, and development, Kabul, Afghanistan
Email:, zamaraijalalzai(@sao.gov.af, copied to skhaled301@gmail.com, shirzad. mujeeb@gmail.com,
hadj.nag;awi@sao.gov.gf,
Web site: http://sao.gov.af/fa




